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Reading Time: 10 minutes 
Writing Time: 180 minutes 
 
INSTRUCTIONS TO CANDIDATES 
Answer all sections in this question paper. 
 
Section A – 10 Marks – Answer all questions. 




You may begin writing from the commencement of the examination session.  The reading time indicated above is 
provided as a guide only. 
This is a CLOSED BOOK examination 
No calculators are permitted 
No handwritten notes are permitted 
No dictionaries are permitted 
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Section A 
This section is mandatory. 
Total No of Marks for this Section:  10 
This section should be answered on the Answer Sheet provided.  Please ensure that your name and 
student number have been written on the Answer sheet and placed in the completed Answer Booklet. 
Marks for each question are indicated.  Suggested time allocation for Section A:  40 mins 
 
 
1. You are reviewing the codebase of a Java application. During initial reconnaissance, you search for all 
uses of the HttpServletRequest.getParameter API. The following code catches your eye: 
 
private void setWelcomeMessage(HttpServletRequest request) throws 
ServletException 
{ 
String name = request.getParameter(“name”); 
if (name == null) 
name = “”; 
m_welcomeMessage = “Welcome “ + name +”!”; 
} 
 
a) What possible vulnerability might this code indicate?              (01 Mark) 
b) What further code analysis would you need to perform to confirm whether the application is indeed 
vulnerable?                   (02 Marks) 
c) What would be your suggestion to remediate the vulnerability?            (02 Marks) 
 
2. Strong data management is integral to the operation of businesses and government agencies worldwide. 
One of the biggest risks organisations face in this context is a data breach. A data breach involving 
personal information can put affected individuals at risk of serious harm and consequently damage an 
organisation’s reputation as a data custodian. 
What would be your view about the role of security savvy programmer/developer can do to avoid the 
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Section B 
This section is mandatory. Answer any Ten (10) questions out of twelve (12) 
Total No of Marks for this Section:  50 
This section should be answered on the Answer Sheet provided.  Please ensure that your name and 
student number have been written on the Answer sheet and placed in the completed Answer Booklet. 
Marks for each question are indicated.  Suggested time allocation for Section A:  140 mins 
 
1. You are requested to test an application that implements an administrative function. You do not have any 
valid credentials to use the function. What steps would you suggest for testing those functions?  
         (05 Marks) 




a) What information can you deduce about the technologies employed on the server? 
b) Critically analyse the behaviour. 
                    (05 Marks) 
 
3. You are mapping two different web applications, and you request the URL /admin.cpf from each 
application. The response headers returned by each request are shown below. From these headers alone, 
what can you deduce about the presence of the requested resource within each application? 
 
 
                   (05 Marks)
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4. An application developer wants to stop an attacker from performing brute force attacks against the login 
function. What are the major defence options you would suggest? 
         (05 Marks) 
 
 
5. You have found a SQL injection vulnerability in a login function, and you try to use the input ‘ or 1=1-
- to bypass the login. Your attack fails, and the resulting error message indicates that the -- characters 
are being stripped by the application’s input filters. How could you circumvent this problem? 
       (05 Marks) 
 
6. You are attacking an application that holds no sensitive data and contains no authentication or access 
control mechanisms. In this situation, how would you rank the significance of the following vulnerabilities 
and justify your answers.  
 
(a) SQL injection 
(b) XPath injection 
(c) OS command injection       
 
                    (05 Marks) 
 
 
7. You discover a reflected XSS vulnerability within the unauthenticated area of an application’s 
functionality. State two different ways in which the vulnerability could be used to compromise an 
authenticated session within the application. 
                      (05 Marks) 
 
8. You are testing a web mail application that handles fi le attachments and displays these in the browser. 
What common vulnerability should you immediately check for and what will be your countermeasures? 
         (05 Marks) 
 
 
9. The core security problem faced by web applications arises in any situation where an application must 
accept and process untrusted data that may be malicious. However, in the case of web applications, 
several factors have combined to exacerbate the problem.  
In your opinion what are the top five (5) key problems factors of web application security. 
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10. Critically analyse the three categories of common vulnerabilities that often have easily recognizable 
signatures within source code.                 (05 Marks) 
 
11. Malicious hackers have access to tampering tools like “Tamper data” to tamper the parameters that are 
passed  between browser and server. What would be your best solution to prevent the tamper attacks? 




12. Critically explain with examples the differences between SQL Injection and Blind SQL Injection. 
         (05 Marks) 
!END! 
 
 
 
 
